
1. What is a GCP VM?

• A Virtual Machine (VM) is a virtualized computing instance that runs on Google’s
infrastructure.

• Offered via Google Compute Engine (GCE).

• You can run Linux or Windows OS.

• Comparable to AWS EC2 or Azure Virtual Machines.

Instance The actual VM you create. 

Machine Type Specifies CPU, memory, and vCPUs. Eg: e2-micro, n1-standard-1. 

Image OS used: Ubuntu, Debian, Windows, etc. 

Disk Boot disk and additional storage (Persistent, SSD, Local SSD). 

Network VPC, firewall rules, external IPs. 

Zone/Region>>> Geographic placement of your VM. Eg: us-central1-a 
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SSH Key 

Upload or auto-generate public SSH keys 
 

 

Networking 

• Internal IP: Private, used inside VPC. 

• External IP: Public, allows internet access. 

• Firewall Rules: Allow specific ports (e.g., 22 for SSH, 80 for HTTP). 

• NAT: Needed for internet access if no external IP is assigned. 

 

Billed per second (after 1-minute minimum). 

 

 

GCP doesn’t have an inbuilt option to create key pair like AWS or Azure so we need to create it 
outside and then add it to the google cloud. 

Two option to add it 

1.Add in the metadata 

 

Steps >>>go to cmd 

Enter: ssh-keygen -t ed25519 -f gcp-mykey 

Also 

ssh-keygen -t ed25519 -f gcp-mykey -C username of gcp 

-t is for the algo used to create key pair ,another option is rsa 

-f is for the file name ,you can also change the path from here like D:\filename 
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Press enter once you see Enter passphrase 

Again press enter once you see Enter same passphrase again: 

 

 

 

 

 

 

Key created successfully in the path C:\Users\Abhijeet Kumar which is mentioned above  
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Go the path and copy the content from gcp-mykey.pub 

 

Go to compute engine and  

Click on VM instances 
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On the left hand side there is an option called as metadata >>click on that 
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Click on tab SSH keys 

 

Enter the pub key 
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Click on SAVE in bottom 
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Now our task is to create a private server and install webserver with file in it but the issue is we cant 
connect to Pvt server directly from outside GCP console 

Ex via mobaxterm 

 

 

 

 

Click on create instances 
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Enter the name 

 

 

 

Go to networking tab in left side 
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Also enable firewall rule in the VPC to connect via SSH and select option as for all VM instead of 
targeting VM with specific tags 

 

 

 

Select the vpc and its pub subnet also select the external ip 
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If u want VM level key disable Block project-wide SSH keys 

And add Add manually generated SSH keys 

 

Click on create  

 

  

 

Public server created successfully, now create private server and don’t give external IP address 

 

 Name it as pvt serv 

 Select pvt subnet 
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External Ip as none 

 

 

 

Click Create  

 

 

Now goto mobaxterm ,first connect with public server 
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Download it if not available 

https://mobaxterm.mobatek.net/download.html 

home edition>>free 

 

 

 

Click on session  

 

Enter public ip address of public server 

Give the path to private key stored in the system 
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Enter ok 

And connect 

 

Switch to sudo user as  

sudo su – 

create a private key in the VM 

vi gcp-mykey 

add the content of private key 

save and quit 

:wq! 

 

chmod 400 gcp-mykey 

 

now use command as 

ssh -i gcp-mykey Abhi@ip address (pvt server) 

switch to sudo user 
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sudo su – 

apt update 

apt install apache2 -y 

go to cd /var/www/html 

You can see index.html there 

systemctl start apache2 

 

But with private server we cannot access the VM so we need Load balancer 
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