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Steps To Create Custom Network. 

1.Create VPC 

2.Create IG and Attach to VPC 

3.Create Subnets  

4.Create Route Table 

5.Provide Routing from IG to Route Table 

6.Provide Routing from RT to Required Subnet 

7.Create Public Server in Public Subnet  

8. Create Private Server in Private Subnet 

9.Connect to Public Server  

10.Connect to Private Server  

     Creation of VPC and deployment of Public and Private Server.  
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1.Create VPC: 

 

 

  

VPC Name = DemoVPC                                                          IPV4 CIDR = 10.0.0.0/16 
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2.Create IG and Attach to VPC: 

 

 

 

Click on Attach to VPC then Select Created VPC 

Internet Gateway created i.e. demoIG 
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3.Create Subnets  

 
 

 

 

 

 

 

 

  

Select DemoVPC 

 Subnet comes under AZ 

  Click on Add Another Subnet i.e.  Private subnet. 

Public Subnet  
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   Public Subnet & Private Subnet created Successfully. 

Private Subnet  
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4.Create Route Table: 

 

 

   Public Route Table created Successfully I.e. demoVPCRT 
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5.Provide Routing from IG to Route Table: 

 

  Click on Edit Routes Option  

Click on Add Route   

 0.0.0.0/0 =Everyone can connect 

Select Internet Gateway i.e. demoIG 
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6.Provide Routing from RT to Required Subnet: 

 

 

  

Click on Subnet Associations then select Edit subnet Associations. 

                Select public subnet  

Public Subnet connected with Route table. 

Abhijeet Multicloud lab

Abhijeet Multicloud lab



                     Steve11431  9 
 

7.Create Public Server in Public Subnet: 

 

  

public Server in public subnet. 
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Select newly created VPC i.e. demoVPC 

Select public subnet. 

Enable Auto Assign Public IP 

Add SSH (22) & HTTP (80) in inbound rules. 
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8. Create Private Server in Private Subnet: 

Private Server in Private subnet. 
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Select private subnet 

Disable Auto Assign Public IP 

Public and private servers created successfully. 
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9.Connect to Public Server (using Mobaxterm): 

 

 

  

Public IP 

Private Key 
Downloaded in PC 

i.e. multicloud.pem 

User Name 

Connected to public server Successfully. 
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10.Connect to Private Server with the help of Public Server:  

                                         (Bastion Host) 

Private IP - 10.0.1.160 

Private Key- multicloude.pem 

SSH -SG 

  
Connecting Private server by using upload Private key option in mobaxterm. 

 

Commands used: 

ls 

chmod 400 “multicloud.pem” 

ssh -I “multicloud.pem” ec2-user@10.0.1.160  
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By using vi command (create file inside and add content): 

 

 

 

 

 

 

 

Commands used: 

Vi multicloude.pem 

Wq! 

Cat multicloude.pem 

chmod 400 “multicloud.pem” 

ssh -i “multicloud.pem” ec2-user@10.0.1.160  
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Steps To Provide Internet to Private Server Using NAT Gateway. 

1.Create NAT Gateway 

2.Create Route Table  

3.Edit Routes (Provide Path from NAT Gateway to Private RT) 

4.Provide Path from Private RT to Private Subnet 

 

1.Create NAT Gateway:                                                           

 

 

 

Select Public Subnet. 

Static IP 

NAT 
Private Server 
Server 

Allows only Outbound, single direction. Denied  

demoNAT 
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2.Create Route Table: 

 

 

 

 

 

 

 

 

 

 

 

 

Create Route table for Private server. 
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3.Edit Routes (Provide Path from NAT Gateway to Private RT): 

 

 

 

  

 

 

 

 

 

 

  

            Path from NAT Gateway to Private RT Created Successfully. 
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4.Provide Path from Private RT to Private Subnet: 

 

 

 

 

 

 

 

  

Select Subnet Associations then click on Edit subnet Associations. 

Select Private Subnet 
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             Providing Internet to The Private Server with The Help of NAT Gateway. 

  Ping youtube.com Successfully through private server. 
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Installed git Successfully in Private Server. 
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