
AzureVM: 

• Azure VM is an Infrastructure-as-a-Service (IaaS)
offering from Microsoft Azure.

• It allows users to deploy and manage virtualized
servers on-demand.

• You can run Windows, Linux, or custom images.

• Supports scaling vertically (more resources) and
horizontally (scale sets).

Security options 

Security Features 

• Azure Defender for Servers: Advanced threat
protection.

• Azure Key Vault: Secure management of
credentials and keys.

• Just-in-Time VM Access: Minimize exposure to
brute-force attacks.

• NSGs (Network Security Groups): Control
inbound/outbound traffic.
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Task: 

 Create a Virtual Network with a public subnet and private 
subnet (with NAT) 

 Create a public server with a public ip 
 Create a private server with no public ip 
 Use public server as a jump server to connect with the private 

server. 

 

Architecture: 
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Click on create virtual machine 

 

 

 
 
Select resource group and enter VM name 

 
 

Select security type as standard 

OS as Ubuntu OS 
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Leave default size and we can use any mode of authentication: 

-Key 

-Password 

 

If you select key as option i.e ssh public key two keys will be 
generated 

private key and public key 
private key>>In local computer 
public key>>In azure VM/Cloud 
 
If password you will be prompted to choose password 

Username: azureuser 

 

For this task we will select key 
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Select HTTP for inbound ports so that any user can access your server 
via browser 

Click next disk 

Leave as default 

 

 
 

 

Click on networking 
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Select pub subnet and add public ip 

 
 

Click on review and create 

And once validation passed click on create 
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A pop up will come with Download private key and click plus save on 
that 

Same way create private server ,don’t add any public up in and select 
subnet as private subnet 

 

Use stored key in azure ,same key which we used for public server 
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Select HTTP 

 
 

Go to networking 
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Click on create  

 

Download mobaxterm from internet 

https://mobaxterm.mobatek.net/download-home-edition.html 

click on installer edition 

 

open mobaxterm  

get the public ip of pub server 

click on Session 
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Click on SSH 

In remote host enter the public IP 

 
 

Click on use private key 
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And select the private key downloaded earlier 

 
 

Click OK 

A Pop up will open 

 
 

Click on Accept 

 

Azure by Abhijeet Sir

Azure by Abhijeet Sir

Abh
i



Enter user as azureuser and press enter 

 
 

Succesfully connected to public server 

 

Now we need to connect to private server via this server 

For that add private key in the public VM 

But first switch to sudo user as admin user 

sudo su – 
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Enter 

vi azure_demo_key.pem 

open the key in your system and copy the private key and add it in 
the file  

Enter chmod 400 azure_demo_key.pem 

Now connect to pvt vm 

ssh -i azure_demo_key.pem azureuser@10.0.0.132 

instead of 10.0.0.132 user ur pvt ip address 
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Successfully connected 

 
Now move to sudo user 

sudo su - 

apt update 
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Now install webserver 

apt install apache2 -y 

 
 

Now use cd /var/www/html 

Enter ls 

You will find index.html 

Start webserver 
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sytemctl start apache2 

how can we access private server as a user in the browser 

we need Load balancer to access pvt server 
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